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MONETA values the work done by security researchers in improving the security of our products and services.
The safety of our internet banking and continuity of our online services are our top priorities. Despite our
continuous effort, vulnerabilities in our systems can still be present. We actively encourage anyone who believes
they have discovered a vulnerability in our systems to act immediately to help us improve and strengthen the
safety of our systems by sharing it with us.

Responsible Disclosure Guidelines

We will investigate legitimate reports and make every effort to quickly correct any vulnerability. To encourage
responsible reporting, we will not take legal action against you nor ask law enforcement to investigate you
provided you comply with the following Responsible Disclosure Guidelines:

* Provide details of the vulnerability, including information needed to reproduce and validate the vulnerability
and a Proof of Concept (POC).

* Make a good faith effort to avoid property or non-material damage, privacy violations, destruction of data,
and interruption or degradation of our services.

= Do not modify or access data that does not belong to you.

= Do not attempt to penetrate the system any further than required for the purpose of your investigation.
Should you have successfully penetrated the system, do not share this gained access with any others.

* Do not utilise social engineering in order to gain access to our IT systems.

* Do not utilise any brute-force techniques (e.g. repeatedly entering passwords) in order to gain access to the
system.

* You will not disclose the vulnerabilities found to any third party without the prior consent of MONETA.

How to report a vulnerability

Please report any product or service-related issues directly to vulnerability@moneta.cz, using our PGP key to
encrypt reports containing sensitive information. Please write your report in a clear and concise way, include the
product, where you found the issue and as many details as possible to help us identify the exact area of the issue.
Offering a solution is highly encouraged but not required.

What to report

In general, we are interested in receiving reports on vulnerabilities that:

* Enable disclosure of non-public client information.

* Enable a user to modify data that is not their own.

* Could lead to compromise or leakage of data and directly affect the confidentiality or integrity of user data
or which affects user privacy.

Specifically, we are interested in any of the following vulnerabilities:

» Cross-site request forgery (CSRF /XSRF)

» Cross-site scripting (XSS)

= Authentication bypass / unauthorised data access
* Encryption vulnerabilities

* Remote code execution

* Injection vulnerabilities

= Privilege escalation

This document is not a Public promise or Promise of indemnity within the meaning of the Civil Code. However,
we do not exclude the possibility of a decision to reward a vulnerability report that will benefit MONETA,
depending on the circumstances of the case.
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Ve spole¢nostech MONETA si cenime prace vyzkumnikd v oblasti bezpecnosti pfi zlepSovani bezpecnosti nasich
produktd a sluZeb. Zejména bezpeénost internetového bankovnictvi a kontinuita nasich online sluzeb je nasi
nejvyssi prioritou. Navzdory nasemu neustalému Gsili se mohou v nasich systémech vyskytnout pfipadné chyby.

Aktivné podporujeme kazdého, kdo véfi, Zze objevil zranitelnost v nasich systémech, aby ji okamzité nahlasil
a pomohl ném zlepsit a posilit bezpecnost nasich systém0.

Pokyny pro zodpovédné nahlaseni zranitelnosti

V8echny relevantni zpravy provéfime a vynalozime maximalni Usili k opravé pfipadnych zranitelnosti. Abychom
podporili zodpovédné nahlaseni, nebudeme proti vam podnikat pravni kroky, ani nebudeme iniciovat zahjeni
vy$etfovani ze strany organd ¢innych v trestnim Fizeni, pokud dodrzite nésledujici pokyny pro zodpovédné
nahl&seni zranitelnostt:

* Poskytnete nédm podrobnosti o zranitelnosti, véetné informaci potifebnych pro reprodukci a ovéfeni
zranitelnosti (tzv. Proof of Concept).

* VynaloZite maximdalni Usili, aby nedodlo ke zpUsobeni majetkové Skody ¢&i nemajetkové Gjmy, poruseni
soukromi, zni¢eni dat a pferudeni nebo zhorseni nasich sluzeb.

* Neupravite ani nepfistoupite k datdm, které vém nepatti.

* Nebudete se pokouset proniknout dale do systému, nez je nutné pro Ucely vaseho vyzkumu. Pokud jste
Uspésné pronikli do systému, nebudete sdilet tento pfistup s dalsimi lidmi.

* Nebudete pouzZivat socidlni inZzenyrstvi k ziskani pfistupu do nasich systéma.

* Nebudete pouzivat techniky hrubé sily (tzv. brute-force) k ziskani pfistupu do nasich systémd (napf.
opakované zadavani hesel).

* Nezvefejnite ani nesdélite tfetim osob&m nalezené zranitelnosti bez pfedchoziho souhlasu spole¢nostit MONETA.

Jak nahlasit zranitelnost

Jakékoli  problémy tykajici se bezpecnosti produktd nebo sluzeb, prosim nahlaste pfimo na
vulnerability@moneta.cz, pomoci naseho PGP klice zasifrujte citlivé informace. Svou zpréavu formulujte prosim
jasné a stru¢né, uvedte pfislusny produkt, ve kterém jste objevili zranitelnost a co nejvice detaill, které nam
umozniidentifikaci konkrétni oblasti, ve které se zranitelnost nachéazi. Pripadné navrhy na feseni problému nejsou
nezbytné, ale uvitdme je.

Co nahlasit

Budeme rédi, pokud nam nahlésite zranitelnosti které:

*  UmoZnuji zverejnéni klientskych 0dajd.

*  Umoznuji uZivateldm modifikovat data, kterd nejsou jejich.

* Mohou vést ke kompromitaci nebo Uniku dat a pfimo ovlivnit ddvérnost nebo integritu uzivatelskych dat nebo
ovlivnit soukromf uzivatel0.

Konkrétné se zajiméme o kterékoliv z néasledujicich zranitelnostt:

» Cross-site request forgery (CSRF /XSRF)

» Cross-site scripting (XSS)

= Authentication bypass / unauthorised data access
* Encryption vulnerabilities

* Remote code execution

* Injection vulnerabilities

= Privilege escalation

Tento dokument neni vefejnym pfislibem ani slibem od3kodnéni ve smyslu obcanského zakoniku. Nevylu¢ujeme
v8ak moznost rozhodnuti o odméné za nahladeni zranitelnosti, které bude pro spole¢nosti MONETA pfinosem,
dle okolnosti daného pfipadu.
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